
Contents lists available at ScienceDirect

Science of Computer Programming

journal homepage: www.elsevier.com/locate/scico

Original Software Publication

GIFTbench: Generative image fuzz testing benchmark 

Maryam Maryam a, Matteo Biagiola b,∗, Andrea Stocco c, Vincenzo Riccio a

aUniversity of Udine, Italy
bUniversity of St. Gallen and Università della Svizzera italiana, Switzerland
c Technical University of Munich & fortiss, Germany

a r t i c l e  i n f o

Keywords:
Software testing
Generative AI
Search-based software engineering

 a b s t r a c t

GIFTbench is a modular framework for testing Deep Learning image classifiers that combines Gen-
erative AI with genetic algorithms. Its architecture integrates pretrained generative models with 
a user-friendly Gradio interface, enabling automated, reproducible, and interpretable robustness 
testing. Supporting VAE, GAN, and Diffusion models, GIFTbench generates test inputs by perturb-
ing latent representations to expose misbehaviors of the classifier under test. By automating test 
input generation and reducing the need for manual coding, GIFTbench accelerates experimenta-
tion and facilitates comparative evaluation of both classifiers and generative models. Designed 
for researchers and practitioners, it enables reproducible assessment of image classifiers, while 
supporting studies on classifier vulnerabilities, mutation strategies, and the role of generative 
models in robustness testing.

Metadata

Table 1 
Code metadata.
 Code metadata description  Please fill in this column
 Current code version  v1.2.1
 Permanent link to code/repository used for this code version https://doi.org/10.5281/zenodo.16966421
 Permanent link to Reproducible Capsule https://hub.docker.com/r/maryam483/giftbench
 Legal Code License  MIT
 Code versioning system used  git
 Software code languages, tools, and services used  Python 3.10, PyTorch, diffusers, Gradio
 Compilation requirements, operating environments and dependencies  CUDA-enabled, Docker, other required packages listed in requirements.txt
 If available, link to developer documentation/manual https://github.com/deeptestai/genai_tigs/blob/tool/README.md
 Support Email for questions maryam@spes.uniud.it

1.  Motivation and significance

Deep Neural Network (DNN) based image classifiers have become integral components of software systems, also in safety-critical 
domains such as healthcare and autonomous driving. On standard benchmark datasets, these classifiers often outperform traditional 
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approaches and even human experts [1–3]. However, these benchmarks do not fully capture the diversity and unpredictability of real-
world conditions encountered during operation. As a result, DNNs struggle to generalize when exposed to new or slightly perturbed 
inputs, raising concerns about their robustness and reliability in practice [4,5].

The gap between training data and real-world inputs highlights the need for systematic testing approaches. A major challenge for 
software testers is to generate test inputs that accurately reflect real-world operating conditions and trigger misclassifications, i.e., 
unexpected behaviors in which the predicted labels deviate from the expected ones.

To address this challenge, researchers have proposed several Test Input Generators (TIGs), i.e., tools that automatically produce 
synthetic images for assessing the quality of DNN classifiers [6–9]. Recent advances in TIGs exploit the power and creativity of 
distribution-aware Generative AI (GenAI) models [9–17], which learn the input data distribution in the form of a latent space, a 
lower-dimensional representation of the input space that captures the key features of the problem domain [18]. By manipulating 
latent representations, GenAI models can generate novel inputs that are both diverse and semantically meaningful, providing more 
realistic test cases than traditional approaches [9].

GenAI-based TIGs adopted a variety of architectures, ranging from simpler models such as Variational AutoEncoders (VAEs) to 
more sophisticated Generative Adversarial Networks (GANs). More recently, diffusion models have emerged as state-of-the-art gen-
erative approaches, achieving impressive results but at the cost of increased complexity and computational demands for training. 
However, it is challenging to assess the specific contribution of different GenAI models, since existing TIGs are often influenced by 
confounding factors such as variations in testing algorithms, the absence of standardized training and hyperparameter tuning, and lim-
ited support for recent innovations like diffusion models. Unlike earlier test generators based on diverse input generation paradigms, 
GIFTbench supports comparative testing with multiple GenAI backends, including diffusion models, within a single configurable 
framework. In the literature, similar challenges related to the fair and systematic comparison of alternative DNN testing techniques 
have been addressed through the proposal of unified benchmarking frameworks, e.g., for test prioritization [19], generation [9], and 
validation [20], including relevant safety-critical domains such as autonomous driving [21,22]. However, such benchmarks do not 
readily support the systematic comparison or practical use of recent GenAI models. Moreover, they often lack accessible interfaces, 
making them difficult to adopt for non-expert users.

To this end, we propose GIFTbench (Generative Image Fuzz Testing Benchmark), a framework that combines search-based test 
generation with different state-of-the-art GenAI models to enable automated testing of DNN classifiers through latent space manipu-
lation. GIFTbench allows researchers and practitioners to analyze classifier behavior with inputs crafted to induce misclassifications. 
To make experimentation more accessible, GIFTbench integrates a lightweight web-based interface built with Gradio [23], a Python 
framework that allows users to interact with the tool, configure experiments, and visualize results without requiring extensive coding 
effort.

GIFTbench has already enabled a fair comparison of test generation capabilities across different GenAI models, performed in our 
prior work [17]. In a large-scale empirical study, we evaluated three representative architectures (VAEs, GANs, and diffusion models) 
across four datasets of increasing complexity. Our study revealed several key insights into GenAI-based test generation. In particular, 
we observed that diffusion models achieve superior performance on complex tasks, but at the cost of substantially higher inference 
time (up to 10× slower than alternative models). We also found that applying larger perturbations can accelerate test generation 
without compromising input validity. GIFTbench includes predefined datasets, pretrained generative models, default classifiers, and 
parameter configurations that allow users to reproduce the experimental setting of our study [17] with minimal setup.

By providing an intuitive and modular integration of search-based testing techniques with GenAI models, GIFTbench supports the 
advancement of research on the quality assurance of DNNs, while also helping practitioners identify the generative approach best 
suited to their classification tasks. A permanent archived release of GIFTbench is available on Zenodo [24].

2.  The GIFTbench framework

GIFTbench is a modular and user-friendly framework for testing image classifiers using GenAI models. Its architecture integrates 
(1) input generation through GenAI models, (2) search-based optimization for latent space manipulation, and (3) evaluation and 
visualization.

At its core, GIFTbench automatically generates diverse and perturbed inputs to evaluate the robustness of classifiers. It currently 
supports 3 state-of-the-art GenAI architectures: VAEs [25], GANs [18] and Diffusion Models [26]. These are combined with an 
evolutionary search mechanism based on a Genetic Algorithm, which systematically explores input variations to produce misbehavior-
inducing test cases. The full specification of this search procedure, including initialization, fitness evaluation, selection, crossover, 
mutation, and stopping criteria, is presented in our prior research paper [17]. Our framework is highly configurable, allowing users 
to control key testing parameters such as the testing budget (i.e., the number of evolutionary iterations) and the magnitude of 
perturbations applied to latent vectors. To improve accessibility, GIFTbench provides an interactive interface built with Gradio [23], 
enabling experimentation and visualization of results without requiring programming expertise.

2.1.  Software architecture

GIFTbench follows a layered architecture that separates the user interface from the core engine, as depicted in Fig. 1.
The User Interface Layer serves as the system’s front end, implemented with Gradio [23]. It allows users to interact with the 

platform via a simple web interface [27]. Through this layer, users can: (1) select datasets (e.g., MNIST [28], ImageNet [29]); 
(2) configure pretrained GenAI models (e.g., VAEs, diffusion models) and classifiers (default or user-supplied); (3) adjust search 
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Fig. 1. Layered architecture of GIFTbench, showing the user interface, core engine, and the iterative search process in the latent space.

Fig. 2. GIFTbench workflow.

parameters using sliders and toggles; and (4) launch and monitor test campaigns. Key search parameters are exposed by the UI to 
support controlled experimentation without requiring users to modify the framework internals. The interface automatically verifies 
dataset-model compatibility (ensuring, for instance, that the chosen generative model was trained on the selected dataset), and 
enforces classifier-specific constraints such as input dimensions or file formats (e.g., .jit TorchScript models [30]). We integrated 
such compatibility checks in the interface to prevent invalid experiment configurations early. Once a test session is executed, results 
are visualized directly in the interface, including generated images, performance metrics, and summary reports.

The Core Engine Layer is the heart of GIFTbench’s test generation process. It integrates a genetic algorithm with the selected 
GenAI model to test the target classifier. In particular, this layer generates and evolves candidate inputs in the latent space with 
the goal of inducing misclassifications. Although it interacts closely with the User Interface, the Core Engine is designed to remain 
independent and easily extensible to new datasets, generative models, and classifiers, thus supporting reuse and adaptation. The lower 
part of Fig. 1 illustrates its iterative test generation process: starting from a latent seed, an expected label, and a perturbation budget, 
the test generator progressively modifies the latent representation until it produces an input that causes the classifier’s prediction to 
differ from the expected label, thereby exposing a robustness weakness.

2.2.  Software functionality

Fig. 2 illustrates the end-to-end workflow of GIFTbench. Executing ./run.sh sets up the Docker-based Gradio app and launches 
the user interface. From there, the user proceeds with the dataset selection, i.e., either MNIST, SVHN, CIFAR-10, or two classes of 
ImageNet (i.e., pizza and teddy bear). Once a dataset is selected, the user must perform GenAI model selection, by choosing one of the 
three generative models (VAE, GAN, or Diffusion Model). The user then performs classifier under test selection by choosing either the 
dataset-specific default classifier or uploading a custom classifier. A custom classifier is a user-supplied model whose architecture and 
training are fully defined by the user. The model is uploaded as a single TorchScript (.jit) file, i.e., a PyTorch-serialized, executable 
representation of the model produced via torch.jit. TorchScript improves usability by encapsulating user-defined classifiers into a 
single, self-contained executable artifact, which eliminates the need for dependency resolution and custom code integration within 
the GIFTbench codebase. We adopted TorchScript as the interface for custom classifiers to avoid ad hoc integration of model-specific 
dependencies. To ensure compatibility, the uploaded classifier must follow the same dataset-specific input configuration (e.g., image 
resolution, channel format, and preprocessing) as the selected dataset, while the internal model architecture and training procedure 
remain entirely user-defined. Through parameters selection, the user can initialize the testing process with one of the default 
configurations from our empirical study [17], or customize the parameters’ sliders, which is particularly useful when testing custom 
classifiers. The number of test images can be specified via the Images_to_Sample parameter. The underlying Genetic Algorithm is 
also customizable: population size (default 25), number of iterations (default 250), and perturbation size (low/high). Then, the 

Science of Computer Programming 253 (2026) 103502 

3 



M. Maryam, M. Biagiola, A. Stocco et al.

user can run the TIG. Our TIG algorithm manipulates the latent vectors in two steps: first, an initial perturbation to generate the 
base population, and then iterative adjustments to trigger misclassifications guided by the classifier’s responses. Users can toggle 
perturbation size (low/high) to observe its effects on model robustness and TIG efficiency. Each perturbed image is evaluated by the 
classifier, and its misclassification likelihood is used as fitness score. The loop continues until a misclassification is detected or the 
iteration budget is exhausted.

The Gradio output interface provides real-time monitoring and results visualization. Users can inspect side-by-side galleries of 
original and perturbed images, compare expected and predicted labels, and track metrics through a status bar summarizing mis-
classification rate and average iteration count. A detailed tabular report logs image IDs, expected/predicted labels, and iteration 
counts, while all generated images can be exported as a .zip archive with metadata-enriched filenames for downstream analysis. 
This interactive execution and reporting flow makes GIFTbench a practical and efficient tool for evaluating classifier robustness in 
real time.

3.  Using GIFTbench

3.1.  Installation and setup

GIFTbench is packaged as a dockerized Python application for easy deployment across different environments. Detailed hardware 
and network requirements are available in the online user guide [31]. There are two ways to run GIFTbench: (1) using the pre-built 
Docker image from Docker Hub or (2) building and running from source code (recommended for developers).

3.1.1.  Running from docker hub
The pre-built container image provides the fastest way to reproduce our results without installing any dependencies locally.

Listing 1. Running GIFTbench from Docker Hub

These commands pull the versioned image and launch GIFTbench. On the first run, the container automatically downloads the 
required pretrained GenAI models. Internet access is therefore required only once, while subsequent runs reuse the cached models.

3.1.2.  Building from source
The repository can be cloned from GitHub, and the application can be launched with a single command. To run the tool, users 

must have Docker already installed.

Listing 2. Cloning and running the GIFTbench tool from the tool branch

3.1.3.  Accessing the interface
When launched, Gradio provides two possible endpoints:

• Local URL: http://localhost:7860, accessible directly from the user’s browser on the same machine.
• Public URL: a temporary link of the form https://abcdef12345.gradio.live, automatically generated by Gradio to share sessions. 
This link expires after 72 h or when the container is stopped.

3.2.  Supported datasets and default classifiers

Table 2 establishes the experimental context by summarizing the default classifiers provided in GIFTbench, each trained on one of 
the four supported datasets (i.e., MNIST, SVHN, CIFAR-10, ImageNet). Users who wish to reproduce our experiments [17] can simply 
select the corresponding predefined classifier from the dataset-specific options in the interface. Alternatively, GIFTbench allows users 
to evaluate their own classifiers by selecting the custom classifier option from the drop-down menu, enabling robustness testing of 
third-party or proprietary models without modifying the framework.

3.3.  Test generation

The test generation process can be configured and executed through the user interface shown in Fig. 3. After selecting the dataset, 
GenAI model, classifier, and configuring the genetic algorithm parameters, the user can start the test generation by clicking the Run 
TIG button.
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Table 2 
Datasets’ input size and classifiers’ training accuracy.
 Dataset  Image Size  Classifier  Accuracy (%)
 MNIST  28x28x1  deepconv [11]  99.46
 SVHN  32x32x3  VGGNET [11]  95.20
 CIFAR-10  32x32x3  VGGNET [11]  86.38
 ImageNet  224x224x3  VGG19bn [32]  75.00

Fig. 3. Configuration of GIFTbench parameters.

Table 3 
Misclassified images generated by different models for the ImageNet Pizza class.
 Model  Gradio Results

 VAE

 GAN

 DM
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Fig. 4. Representative images generated by GIFTbench for the ImageNet pizza class. In all cases, the expected label is pizza, while the classifier 
predicts trifle.

3.4.  Illustrative example: Testing an ImageNet classifier

A complete evaluation of the GenAI models integrated in GIFTbench is presented in our earlier work [17], where VAE, GAN, 
and Diffusion Models were benchmarked for their effectiveness in generating valid, misclassification-inducing test inputs across four 
datasets.

In this paper, we provide a demonstration revisiting a small subset of that setup to illustrate how GIFTbench facilitates test 
generation and model evaluation. We configured GIFTbench to test a default VGG19bn ImageNet classifier, focusing on the Pizza 
class. As shown in Fig. 3, the Gradio interface is set up for generating 10 seeds, perform 250 iterations of the genetic algorithm with 
a population of size 25, and adopting a small perturbation extent in the latent space. By applying the same configuration to all three 
GenAI model types, we ensure a fair comparison of their effectiveness.

Table 3 demonstrates how GIFTbench operationalizes hypotheses about model robustness, misclassification sensitivity, and the 
impact of input perturbation extent. After each run, the status bar reports the number and percentage of misclassified seeds, together 
with the average number of perturbation iterations required. In our illustrative runs (not statistically significant due to the small 
number of seeds), the GAN model achieved the highest misclassification rate, with 9 out of 10 seeds triggering a misclassification 
within the test budget.

After executing the search-based testing process, GIFTbench enables users to inspect misclassification-inducing images and analyze 
failure patters and erroneous decision boundaries of the classifier under test. However, misclassification-inducing inputs should be 
interpreted with caution, since some may be invalid or may not preserve the seed’s class [9]; only validated inputs provide reliable 
support for robustness analysis or retraining [33]. This inspection can be aided by state-of-the-art input validators [9,10,34,35] or 
explanation tools [36,37]. Fig. 4 shows four representative examples in which inputs expected to be classified as “pizza” are instead 
predicted as “trifle”. These failures suggest that the classifier is confused by top-view images of pizza whose visual characteristics (e.g., 
color and texture) resemble those of cream- and red berry-based desserts. Such visual evidence supports the diagnosis of systematic 
weaknesses in the model. The validated misclassified inputs identified by GIFTbench can then be used to augment the training set, 
enabling targeted retraining aimed at improving the classifier’s robustness.

4.  Expected impact and significance

GIFTbench provides a novel experimental environment for studying the interplay between generative AI models, latent space 
perturbations, and classifier vulnerabilities under controlled conditions. It supports systematic comparisons of classifier robustness 
and generative model effectiveness across diverse architectures and mutation settings.

Compared to prior robustness testing frameworks, GIFTbench offers the most comprehensive integration of evolutionary test 
generation with GenAI-based input synthesis within a unified framework. Its automated workflows minimize manual coding effort 
while ensuring reproducibility and extensibility. We anticipate that the tool will serve as an accelerator for researchers, students, 
and practitioners, enabling them to conduct reproducible robustness evaluations through an intuitive interface that lowers entry 
barriers and facilitates both experimentation and analysis. At the same time, its modular and extensible design makes it a promising 
foundation for reuse in early-stage practitioner workflows.

Usage Scenarios. In the following, we summarize the intended usage scenarios and the required user actions at increasing levels of 
expertise and coding effort.

1. Benchmarking alternative GenAI-based test generators on a target classifier. Users can compare VAE-, GAN-, and Diffusion-
based test generation under the same search budget and perturbation settings, evaluating their effectiveness and efficiency in 
generating misclassification-inducing inputs.

2. Exploring search-based testing by modifying configuration parameters. Users can explore different search settings (e.g., 
perturbation budgets, population size) by simply interacting with the Gradio interface controls. This enables experimentation 
without modifying the framework’s source code.

3. Testing custom classifiers on supported datasets. GIFTbench allows users to plug in their classifiers with minimal effort. Thanks 
to the use of TorchScript jit-compatible interfaces [30], classifiers can be uploaded via the Gradio interface without changes to 
the core framework.
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Table 4 
Characteristics of the generative AI models: latent vector (LV) 
size, training time until convergence, and average inference 
time.

 Dataset  Model  LV size 𝑡𝑡𝑟𝑎𝑖𝑛 (min) 𝑡𝑖𝑛𝑓𝑒𝑟 (ms)
 MNIST  VAE [38]  400  6  0.27

 GAN [39,40]  100  9  0.70
 DM [41]  16,384  405  960.68

 SVHN  VAE [42]  800  93  4.07
 GAN [39,40]  100  86  1.75
 DM [41]  16,384  572  1213.49

 CIFAR-10  VAE [42]  1024  423  2.51
 GAN [39,40]  100  450  1.73
 DM [41]  16,384  362  1903.29

 ImageNet  VAE [43]  512  2521  11.92
 GAN [44]  128  21,600  20.68
 DM [41]  16,384  30  1945.77

4. Extending GIFTbench to new datasets. Applying the framework to a new dataset is mostly handled at source code level, requiring 
training dataset-specific generative models, which is standard practice in generative robustness testing. To lower the entry barrier, 
we: provide training scripts and links to reference model checkpoints for all included datasets; provide a user guide with explicit 
instructions on how to train and register new dataset-specific generative models [31]; rely on a standard Gradio interface, which 
users can easily extend once a new dataset and corresponding models are registered.

5. Advanced extensions by expert users. Advanced researchers and practitioners may transparently integrate alternative search 
or testing algorithms by modifying the code of the engine layer and substituting the test runners in the main GIFTbench.py file. 
These changes do not affect the Gradio interface, allowing advanced experimentation while preserving usability for non-expert 
users.

Known limitations and trade-offs. GIFTbench currently focuses on image classification tasks and does not yet support other computer 
vision problems such as object detection or segmentation, nor data modalities beyond images (e.g., text or video). As shown in Table 4, 
which reports results of our empirical comparison [17], higher-resolution inputs (i.e., ImageNet) and larger generative AI models 
(i.e., diffusion models) introduce higher inference times. Regarding training costs, smaller generative models are more suitable for 
simpler datasets, while the considered diffusion models can be efficiently fine-tuned on complex datasets.

5.  Conclusions and future work

We presented GIFTbench, a framework that combines generative AI models with evolutionary algorithms to systematically assess 
the quality of DNN-based image classifiers. By integrating pretrained GenAI models with an intuitive interface, the tool enables 
automated, reproducible, and visually interpretable robustness testing across multiple datasets.

Future work will focus on enhancing the flexibility and extensibility of the framework, enabling seamless integration of custom 
classifiers, datasets, and generative models, thus broadening its applicability for both research and practice. Moreover, extending 
GIFTbench with additional fitness functions and exploration strategies will open avenues for mutation analysis [45,46], targeted test 
generation [5,15], deeper input space and behavioral boundary exploration [47,48], and increased input diversity [49].
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